DoD 5220. 22-R

SECTI ON X. OPERATI ONS SECURI TY (OPSEC)

1o- 100 Purpose. This section provides information and instructions *
for uniforminplenentation of the DoD OPSEC program within the Defense *
| ndustrial Security Program *
10-101 General .  The OPSEC programis a DoD directed effort, the *
nechani cs of which are outlined in DoD Directive 5205.2 (DoD Opera- *
tions Security Program July 7, 1983). *

a. The principal objective of OPSEC is to preclude the dis-
closure of classified information by-denying or reducing the opportunity
of hostile intelligence services (HOS) to gain access by directly
observi ng/ anal yzi ng/ eval uating our activities and operations, the aware-
ness of which may |ead to the conpromse of classifTed rnformation. Stated
anot her way, OPSEC is the process of denying information about friendly
I ntentions, capabilities plans, or progranms by identifying, controlling,
and protecting intelligence indicators associated wth planning and
conducting mlitary operations as well as other defense activities.
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b.  Wthin the context of industrial security, the general aim*
of OPSEC is to pronote mi ssion effectiveness by preserving essential
secrecy about U S. intentions, capabilities, and current activities when
the DISP procedures for safeguarding classified material and information
require enhancement. Secrecy essential to defense activities nmay be
conprom sed whenever open sources (such as technical articles, press
“rel eases, National Technical Information Service publications, the
Congressi onal Record, Commerce Business Daily, or contract awards) and
detectable activities (such as conmunications, |ogistics actions, research,
devel opnent and test activities, or radar em ssions) provide information
that can be pieced together or analyzed, to the detriment of U S. interests.
I n sone instances, such information or indicators are not addressed by DI SP
requi renents for classified material and require in-depth analysis and
case-by-case planning to identify them The fundanental goal of the’ OPSEC *
process is to mnimze or elimnate such indicators. OPSEC thus enconpasses *
activities which are unique to the OPSEC process, i.e. , (a) determning, "
through threat/vulnerability analysis, whether there are unacceptabl e/ *
undesirable intelligence indicators and what they are; and (b) devel opi ng
and i nmplementing counterneasures to best elimnate or mnimze them
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C. Contracts limted to classified information (such as those
to process or evaluate information and produce classified docunments, pic-
tures, conputer prograns, training aids, and simlar matters; for classi-
fied consultant, library, or ADP services; or for printing classified
docurments) general |y do not require OPSEC. Contracts that involve system
acquisition (such as those for weapon systens, Electronic Counteriueasures,
radio transmtters, active sensors, orlowobservable capabilities) or
sensitive activities (such as intelligence operations or testing foreign
material) usually require OPSEC, particularly if such contracts involve
special access. Contracts for such things as |ogistics support, personal
» Or naintenance services, may or nay not require OPSEC, depending on the
2#  situation,
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d. OPSEC uses the same security neasures that have been used to
protect governnent information for years under the DI SP but adds a new
di mension. This new di mension or enphasis is the analysis, control and
security of unclassified intelligence indicators. The object of this
anal ysis and control is the protection of things we do, our operations,
tests, and activities. As such, OPSEC is intended t0 conpl enent the DISP,
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e. The application of OPSEC measures supports the delicate
bal ance between the need for secrecy, and the need to acconplish potentially
detectabl e essential actions. This balance is threatened by the pervasive
nature of the multidisciplined foreign intelligence activities directed
against the U S. The OPSEC process requires recognition of the intelli-
gence t hreat, incorporation of OPSEC considerations into all stages of
pl anning, and the application of appropriate protective neasures. Effective
OPSEC provi des the best assurance that essential secrecy and surprise can
be retained while denying the adversary an opportunity to devel op effective
count er neasur es.
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10- 102 Application. The DoD QOPSEC programis applicable only to Defense
contractors participating in the DI SP when the contracting User Agency
determ nes that additional OPSEC measures are essential to protect classi-
fled information-for specific classified contracts and inposes OPSEC as a
contractual requirement. OPSEC is concerned with all sources of exploitable
information. The DISP generally covers only the classified information

di scl osure problem, while OPSEC covers the total problem by addressing
vulnerabilities and counterneasures for a specific program OPSEC is
principally oriented to those instances in which evaluations indicate
program weaknesses which could lead co the disclosure of classified

i nformati on.

>*
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a. .OPSEC will be directed to the protection of unclassified *
intelligence indicators on classified prograns of such nature that the *
di sclosure of the indicators may |lead to the conmprom se of classified *
information. OPSEC is not intended as a vehicle to protect unclassified *
t echnol ogy; other prograns exist to protect this information (DoD 5230.25).

b . Requi rements for OPSEC shall be included in the appropriate *
requi sition documentation and resultant contract or addendum thereto in "
sufficient detail to ensure conplete contractor understanding of exactly
what special OPSEC provisions are required by the UA. Full disclosure of *
these requirenents is essential so that” contractors can conply and charge *
attendant costs to the specific contracts for which they have been ordered.
I n providing such requirenments, UA S shall not solely refer to their
i nternal regul ati ons when inposing OPSEC requirenments, but shall fully
specify the particulars in the contract proper, and shall provide full
information necessary to explain internal regulations. Additionally,
applicabl e Db 254s shall be annotated to indicate that OPSEC requirenents
are contained in the contract or addendum thereto.

*
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C. Contractual OPSEC requirenments shall be strictly limted
to those sensitive projects which clearly justify extraordinary security
measures beyond those enbodied in the DISP as outlined in the ISM |f
the | SM provi des a counterneasure or safeguard for a particular identi-
fied vulnerability concern, the 1sM will be allowed to address it and
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© redundant counterneasures will not be added as contractual OPSEC require-
ments (e.g. information, physical or personnel security). UAs shall nake
this determnation prior to inposing OPSEC neasures. Assistance in this
area is available to UAS from CS0's. Further, OPSEC requirenents shall be
based on the nost current UA hostile intelligence threat and vulnerability
assessnment avail able, keyed to specific contractor areas, processes,
activities, or facilities involved in classified contract performance.
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d. DI S shall have principal responsibility for inspecting
contractor conpliance with OPSEC requirements. DI'S may, however, be
acconpani ed by cognizant UA representatives if requested. Visits by
representatives of DoD Conponents to DISP facilities for OPSEC purposes
wi Il be coordinated with the Cognizant (Cog) DI1s Ofice of Industrial
Security (as nmuch lead tinme as possible should be allowed). A represen-
tative of the Cog office may acconpany the conponent nenber on the visit
to the contractor; however, depending on the nature of visit, it will not
al ways be necessary for the Cog office representative to be present. UA
changes in OPSEC plans or requirements as a result of UA visits or eval-
uations wll be provided to the Cog office.
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e. DI S OPSEC i nspections of contractors performng on classi- o
fied contracts aboard mlitary installations shall be performed only when *
*

requested by installation comanders.

10- 103 Responsi biliti es. *

a. UA procuring activities shall: *

(1) 1f determ ned necessary to inpose OPSEC neasures,
ensure that specific, detailed requirements for OPSEC are incorporated
into any solicitation, and any resulting contract, subcontract, or
addendum thereto so that the contractor will have a conpl ete under-
standing of exactly what special security requirenents in excess of |SM
procedures are required by the User Agency”. Full disclosure of these
requirements is essential so that the contractor can conply with the
-contract provisions. DD Forns 254 shall not be used for this purpose;
however, they shall indicate that OPSEC requirenments are provided for in
t he applicable contracts.
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(2) Provide the CSO full and detailed particulars of OPSEC
requi rement s/ measures and the DD 254s in each instance when such require-
ments are included in a classified contract awarded to industry. These
i ncl ude copies of the contract statement of work (SON when OPSEC
requirenents are included in such statement, UA approved OPSEC pl ans
and requirenents if contractually required, DD Form 1644, “Data Item
Description, and DD Form 1423, “Contract Data Requirenents List” (when

. these forns are used to convey OPSEC information or direct contractor
subm ssi on of OPSEC docunents/plans), etc. This information is needed to
enable the CSO to inspect for conpliance with OPSEC requirenments during
regul arly schedul ed DI SP inspections.
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(3) . Tothe extent f easible, accompany and provi.de assistance *
when requested, to the CSO duri ng regularly schedul ed security inspections *

for assessnent of conpliance with contractually incorporated OPSEC nmeasures. *
b. CSO shall: *

. (1) Designate an OPSEC Coordinator who will be the point of *

contact for OPSEC matters within the Region. *

(2) I nspect contractor facilities when OPSEC requirenents *
have been contractually Incorporated into classified contracts to assess *
contractor conpliance with the OPSEC requirements. These shall be *
acconplished: a) as part of a regularly scheduled industrial security *
i nspection, b) as part of an unannounced industrial security inspection. *

(3) Request the UA Contracting Oficer to provide assis- *
t ante in the conduct of OPSEC I nspections when deemed appropriate. *

(4) Coordi nate visits by representatives of UA Contracting *

O f dicerstoDISP facilities for OPSEC purposes. Every effort will be made *
to cooperate with the conponent in accommodating the visit. %
10-104. Procedures for |nspecting OPSEC Prograns. *
a. CSOswilluse the approved OPSEC Pl an/ Requirenents provided *

themby the UA Contracting Oficer as the basis for OPSEC i nspections. x
b. Wien appropriate, the CSO wll request a representative of *

the UA Contracting Oficer to acconpany IS Reps during inspections of *
| ndustry OPSEC prograns. *
_ C. Deficiencies of OPSEC contract requirenments identified *
during | O0i nt DIS/contracting office visits will be discussed between the *
| S Rep and the contracting office representative before the briefing to *
managenent and prior to citing the contractor for nonconpliance. *
d. Def iciencies requiring remedial action identified during *

the inspection of a contractor’s OPSEC programw || be included in the LOR *
i ssued to the facility. Specific contract OPSEC requirements will be cited *
as the basis for identified deficiencies. *
e. Satisfactory OQPSEC inspection results shall not be routinely *
distributed to Uas or the contracting offices having procurement responsi- *
bilities at the inspected facilities. However, when renedial act ion is *
required, the €SO shall furnish a copy of the inspection report to the UA *
concer ned. *
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